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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: dev-ingress
namespace: dev

annotations:
“c\e\/’ S-l;ag’\hg L’llo,,',,’;ilfilo!l:‘.': r)glnx.lngress.kubernetes.1o/wh1te115t—source—range: "1.2.3.4"
spec:
513 (Pof WlLarn 4get” rules:

- host: dev.example.com

apiVersion: networking.k8s.io/v1 apiVersion: networking.k8s.io/v1
kind: Ingress kind: Ingress
metadata: metadata:
name: prod-ingress name: staging-ingress
namespace: prod namespace: staging
spec: annotations:
rules: nginx.ingress.kubernetes.io/whitelist-source-range: "1.2.3.4"
- host: example.com spec:
rules:

- host: staging.example.com



AtRd|1: IPE2A|St#3  “dev, staging Lisieaeics B4 Prr Hb3rn Aget”

P £ak3HA0A? Lioleudlols Lak3H=03? ingress Lat3Hizuil?

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: ingress1 # ingress2, ingress3, ...

namespace: devl # dev2, dev3, ...

annotations:

nginx.ingress.kubernetes.io/whitelist-source-range: "1.2.3.4,50.60.70.80,111.222.0.0/16,..."

spec:

rules:

- host: dev.example.com



oIt I ¢H BH? FEHAal gt

nginx.ingress.kubernetes.io/whitelist-source-range: "1.2.3.4"

= i} Ingress Annotation (ip-allowlist)

AZ | HERZA (L3/L4) w:vovt 1% O=2|#| 0| (L7) host(dowain)/path 1%

CHAH | Ingress Controller (HA|E Ingress ZA)) Ingress Ct2|

g |38 ¢ HTTP 403 Forbidden S& 404 o2

£ |44 ZHHSE Liaeer wilona afoear el b
SEH | 22| IPY| T2t E41 A5G

— elel: m%uwov\a ok 191!‘},; ML (=131 ngress controller/middlewave/Sramework i)

—s LEY(et: ALk 12l whak LRl f4n "7\""% e
—> Ingress Annotatorg €74 anwnotationet AT L IR ThoFiE annotation LI qts
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OAuth2 Proxy as a standalone reverse-proxy

Request

“dev/dev-secured 0|23

Afdl2: OAuth . 2o, w2

https://oduthz-proxy. 3ithubjo/oauth7——?rox\j/

apiVersion: networking.k8s.io/v1 = Authenticate .
{emd\ OAuth2 | Auth Provider
kind: Ingress [T—me } éE&(Gwm&MSBmameka

mEtada.Fa J ‘o134 Ihgresse
name:. dev-secured Forward authenticated requests 12 370) Woin Adpk”
namespace: dev ), T 20 B e
annotations: [ ‘ secured upstream ]

nginx.ingress.kubernetes.io/auth-url: )>-
https://oauth.example.com/oauth2/auth 2o/ %ro/
nginx.ingress.kubernetes.io/auth-signin: >-

https://oauth.example.com/oauth2/start?rd=https://$host$escaped_request_uri
(k% 74%) 120} Al

$ kubectl get ing -A
NAMESPACE NAME CLASS  HOSTS ADDRESS PORTS AGE

oauth2-proxy oauth2-proxy nginx oauth.example.com 10.20.30.40 80, 443 99d
dev dev-ingress nginx dev.example.com 10.20.30.40 80, 443 99

11



= Ingressetl a1281 Annotationg 4elR Adch” — 7444

- description: IP allowlist for dev, staging dev, Staging LilolLiiAlelLs
selector: E74 \Pof il
include: dev,staging
annotations:

nginx.ingress.kubernetes.io/whitelist-source-range: "1.2.3.4,50.60.70.80,111.222.0.0/16"

- description: OAuth2 Proxy for *-secured *-gecuved o/Ziat el
selector: 0authz ?rox\j Mlﬁ;
include: */*-secured
annotations:

nginx.ingress.kubernetes.io/auth-url: "https://oauth.example.com/oauth2/auth"
nginx.ingress.kubernetes.io/auth-signin: "https://oauth.example.com/oauth2/start..."

“Ure = Fhiet Ao kD et
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AT} To1del Brs Ingressell ity Avnotations %oﬁ'— fger” — Ty

- description: Limit download speed api/download-* ol1intel
selector: . £5 3E (00k/s
include: api/download-*
annotations:

nginx.ingress.kubernetes.io/limit-rate: "100k"

- description: Enforce HTTPS kube-Systew, default 1/

selector: BT LAl ATl |A ol
exclude: kube-system,default

annotations: https A4l

nginx.ingress.kubernetes.io/force-ssl-redirect: "true"
nginx.ingress.kubernetes.io/ssl-redirect: "true"

13



listAnnotations 7|

- description: IP allowlist

selector: annotationel 1Lt Fareg
include: dev — @i 132 YT commal 34

annotations:
nginx.ingress.kubernetes.io/whitelist-source-range: "1.2.3.4,50.60.70.80,111.222.0.0/16"

- description: IP allowlist
selector:
include: dev
listAnnotations: IiStANNOLALTONSHIE LIAE 4H4d 1kS
nginx.ingress.kubernetes.io/whitelist-source-range:
-1.2.3.4
- 50.60.70.80
- 111.222.0.0/16

—> comma Y BargL yrYn 3465
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kubernetes 0SS

kuoss/ingress-
annotator

Ingress Annotator

Al ®o w2 ¥ 0 O

Contributor Issues Stars Forks

HHH 1 Manifest A3 HHH2 . Helm Chart %]

kUbectl apply _.I: O ArtifactHUB @ DOCS STATS SIGN UP SIGN IN @-

https://raw.githubusercontent.com/kuoss/ingress—-annotator/

. ° I - %+ Helm chart | & Networking & S R E
refs/heads/main/deploy/ingress-annotator.yaml (::) [dfe = olliottelp L (ale L]

B kuoss @ kuoss

Dynamically manages Kubernetes Ingress annotations based on ConfigMap rules, ensuring consistency and automation.

apiVersion: v1
= m E & SUBSCRIPTIONS: 2

kind: ConfigMap
metadata: |
name: ingress-annotator INgress annotaton
namespace: ingress-annotator

& INSTALL

3 TEMPLATES

O Artifact Hub ingress-annotator O Git Repo  ingress-annotator

E DEFAULT VALUES

The ingress-annotator Helm chart is a Kubernetes utility that automates the management of |

data : annotations across Ingress resources. By leveraging a ConfigMap-driven approach, it ensures *5 VALUES SCHEMA
l . I consistent, dynamic, and conflict-free annotation application. =
ru es o I CHANGELOG
- description: ssl-redirect RIElEqUisics
° ® Kubernetes 1.19+ ’\ E
A" 4
S e 1e c tor ‘ * Helm 3+ KubeCon | CloudNativeCon
L ° [ 1] n North America 2025
1 n c 1 Ud e L4 d e f a u 1 t November 10-13 | Atlanta, Georgia

3 . Add Helm Repository e
annotations: e
o NAPAL ,‘/

nginx.ingress.kubernetes.io/ssl-redirect: "true" ISRtk o s Rt e e

it Fr) abadita apply Avti§actrubotda

Install Chart






Selector “O’IBC"l 7214l n,,‘\',—':” —> ngvress 44EY - description: ... for dev, staging
selector:
include: dev,staging
annotations: .

E 2 ol Al
ot
- namesypace '7'7'\ TV\g\feSS 7] # 2T
' A(%) 18 include: "*" ¥ 2= YAdAamoja
- wildcavy [
) A3 include: "dev,staging" # dev, staging Y|YAHO|A
L
- LG qF= include: "*/*-secured" # 2= UYUANO|AQ| *-secured
# A
exclude: "prod" # prod Y YATO|AE A2
exclude: "prod*" # prod* Y UATO|AE= A

exclude: "*/*-secured" # 2 U YALO|AQ *-securede A|2]
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# ingress AZIE] Of A|

SEIECtor AE-I7:" include: "dev,staging” # dev, staging U AIjO]A

include: "*/*-secured" # 2E U|UAL|O|AQ| *-secured

o~ r e
e | IUASIIE(%) AEHA Label A2IE] CEL AI=AIE]
Hoisd =7t =2 A St n/Notin/Exists/DoesnotExist | Ol =2 Bard-Gar-Tuidl 413y
=8 &S =i F5 A/ S B g e
stEHIE Y4 =5 St ras ik = M0 UG
namespaceSelector:
matchExpressions:
CHLA|1 dev,staging ~N(dev|staging)$ - key: kubernetes.io/metadata.name | namespace in ["dev","staging"]
operator: In
values: ["dev", "staging"]
| A|2 */*-secured"” A %/ *-secured$ =7t ingressName.endsWith("-secured")

S 1FI4d ZD Rim “Qnamespace]/{ingresst” #4140 4deY

—> &% wawmespace T51L /\l‘fl;‘ig 3 1for “/{’mgress}”{ AHLE qbeqbm 3
18



Selector Al

o zguc CHAM 2 &8 o glan/Eo
Service, Deployment, StatefulSet,
selector

.podSelector
labelSelector

Label Selector

NetworkPolicy,
PodDisruptionBudget,
TopologySpreadConstraints

.namespaceSelector

NetworkPolicy

.nodeSelector

Node MEH Pod BHZ| 4|0

PodSpec, Deployment,
StatefulSet

selectors|]

CEL Selector .
.cel.expression

ClHIO|A =2A 2]|Y (59-8F )

22l 3733 GPU/NIC & UTE REHI 434

ResourceClaimTemplate (DRA)

Field Selector | --field-selector

2|AA TE 7|8k 23|-TE 2 (kubectl)

kubectl get, watch

19



: ©)
O ArtifactHUB Q Search packages DOCS STATS SIGN UP SIGN IN @-

1-2 of 2 results for "ingress annotator”

FILTERS

Official ®
Verified publishers ®

CNCF ®

KIND

Helm charts (2)

CATEGORY

Networking (1)

LICENSE

Apache-2.0 (1)

OTHERS

Onlvy ansratare

Sort: | Relevance ¢ Show: | 20

<

. #* 1 &+ Helm chart
ingress-annotator

e S Updated 11 days ago

Version 0.3.0

Dynamically manages Kubernetes Ingress annotations based on ConfigMap rules, ensuring consi...

do Networking

* 0 | &+ Helm chart

‘ ingress-annotator
B Helm @ kiwigrid Updated 6 years ago

Version 0.2.0

A Helm chart for ingress annotator controller

20



kiwigrid/ingress- - kuoss/ ingress— @
t t KIWIGRID
annotator annotator

Ingress Annotator

A ©o w2 %1 O Al ®o ) ¥ 0 o
|
TE kiwigrid Kuoss
Release 18] vo.lo (‘19.05) 163 vo.io (‘24.08) ... vo3.0 (‘25.0)
A Reconcile 0|2 219
CHA Ingress MEH | ns 17] &= 23| Mey nsfing TH| AMEH/AQ] wildeard(%) 114
- = 1 : 7 =
7|E} ololE 2= listAnnotations I? _
managed-annotations 7| &

- AV B3, A Keldl 05T
- helw chart AL
- BZ ngress contvoller L1k

- vecowciler 3=




__I.L 2 ul
?_:IZ." HIJ'L #3 # kiwigrid's config S traefikel evvor-pages aizEleldziE

annotations: TARIZIL evvors mIZ5lony i3
global:
traefik.ingress.kubernetes.io/error-pages:
namespaced:
default:
traefik.ingress.kubernetes.io/error-pages:

Ingress Annotator

7 # kuoss' config (rules)
p - description: error page (*/*)
reconcile reconcile selector:
(watch) (watch/update)

include: "=*
annotations:
A traefik.ingress.kubernetes.io/error-pages:
Config - description: error page (default/*, test/my-*)
(Confightap) Ingress selector:

include: "default,test/my-*"

annotations:

traefik.ingress.kubernetes.io/error-pages:

4
’
b

vecowncile COV\-?’\Q (kuoss) con-?'\gzl ’\";‘}’1,'5" i
> ingress-nginx 4 Hl

22



ConfigMap T

ainersion vl . [ Ingress Annotator }
kind: ConfigMap ‘ ’
THoo C 1 C evlt [1H .
metadata : “ 2 OV\-? ‘SMa? ( \MS-L v e ‘ ) . reconcile
. : - (watch/update)
name: ingress-annotator ; iy
namespace: ingress-annotator '
data: : | N
o ! Config |
ru1es e E [ (ConfigMap) \} E
- description: ip-whitelist g j naress
selector: ..namespace: ingress-annotator "
include: dev
listAnnotations:

nginx.ingress.kubernetes.io/whitelist-source-range:
-1.2.3.4 # devsitet

- 50.60.70.80 # devsite2 7';«%‘:;,:(/\%7';4)% 13 Fi1aat?
- description: oauth-secured kubect| edit cwm -n ingress-annotator
selector: )
include: */*-secured ingvess-annotatov
annotations:
nginx.ingress.kubernetes.io/auth-signin: ... (helm chavt /‘%}\'%/51"'"“'71 value.yaml £74)

nginx.ingress.kubernetes.io/auth-url: ... 23



ConfigMap vs CRD

st= ConfigMap CRD

34 Ch4 key/value. data ZEO| YAML 22tY | B|AA AT o] DR TC HS
Of=2/#|0]d A—’Z‘- HESH/t 4G Oy — = = _

O M H= 2E|- o:IAl 2 HIAH =l _/I\_ ol AP] A-IH-l T é;"D" %IIEQE LPF 7‘|'|:|_|-,

T=o 8BS TSE T RUS Moz il Zh|
T Helm chavt 4HL 4l values calnty 15 == e

HE2/HE L0l | Y3, kubectl edit cm2 2 SA| &3 =9 CRD Ax|/8HS/H{A nt2| Bt

B[ Mg WE 48, A2 A, 284 2L Y 80|, U2 Mg, HEH s+

> Ingress Annotatove t5it &3 Al

—> 1484 %750y “vb) configMmap” 4gEY

24



Ingress Annotator2| Annotation 2%

annotator.ingress.kubernetes.io/

annotator.ingress.kubernetes.io/

= managed-annotations reconcile
o5t | 7|22} (Recorder) E2|7 (Trigger)
Il f%;«_ﬁ amoﬁéhoglg(%ofa%é) ’;%i—.: HZA Al 22 Ingresso| 22 A O|HIE
= o O = =2 O o = O
A& | Reconcile Loop 48 Al ConfigMap &2 B4 A|
ASd | AE 7AYol =8 Al S34E UA| "true", Bt= T A|A
54 O™ keyZ| 82001 ofaf &2|=[=A| 24 7ts A Az2E= flot EZA B
% Al’ Al-Eﬂ kubectl.kubernetes.io/ kubect| kubernetes.io/vestartedAt (E1M 4)%)

|ast-applied-configuration (k17 1157d 11%)

5 vollout vestart —» AzHAl7Y 'vli;7 —> Pod RHAHAS

e oMl BEmMelry 8 abkdiet T3 clnls ialnt

“Lrue” cHAl 34l “2025-09-5Tog:30:002" 113ted 3T

25



. annotatov.ingress. kubernetes, Io/mahaged—amvxotatiovxs
Reconcile AlL}2|2

annotatov.ingress. kubevnetes.io/veconcile

# 1) ConfigMap Az MA (¥ 242} #5) Ingress 2 A triggered (g ZHEEZ2)
allow: "10.0.0.0/8" reconcile: "true"
managed-annotations: '{"allow":"10.0.0.0/8"}"
# 2) Ingress MA (@ 7H2L2A}) allow: "10.0.0.0/8"
limit-rate: "100k" limit-rate: "100k"
# 3) Ingress 2% (gh HEEY) # 6) Ingress 2% (gh HEEY)
managed-annotations: ‘{"allow":"10.0.0.0/8"}' managed-annotations: ‘'{"allow":"10.0.0.0/8","deny":"10.1.1.1"}"
allow: "10.0.0.0/8" allow: "10.0.0.0/8"
limit-rate: "100k" deny: "10.1.1.1"
limit-rate: "100k"
# 4) ConfigMap 22 B (B 2%2})
allow: "10.0.0.0/8" # 7) ConfigMap A2 3| (¥ 22} gn ZHEEY)
deny: "10.1.1.1" limit-rate: "1@0k"

& )

—> wanaged-annotations - Tl whak 3405 3FT 1% (94343 [ARHE 1A H3g)

—> vecowncile - 749!4 =17 Al 74 7\41 lvxgressrﬂ (k! ohr“b" 'Jll\H/\IaI" 0'/\l Eim

26



- kubect| apply — local rHUTBAILEE jsown #=1le} 1kif

- kubect| edit/patch/scale — 11E3kal 053

last-applied-configuration

# demo1.yaml # kubectl apply -f demo1.yaml

apiVersion: v1 apiVersion: v1

kind: ConfigMap kind: ConfigMap

metadata: metadata:
name: demo annotations:

data: kubectl.kubernetes.io/last-applied-configuration: |
color: red {"apiVersion":"v1", "data":{"color":"red", "fruit":"apple"},...
fruit: apple da:sior: o @ PHUTAILE. 1@;

fruit: apple

# demo2.yaml # kubectl apply -f demo2.yaml AT NERF I e
apiVersion: vi1 apiVersion: vi1 @ _“’ s ,J et - nfek ql%el qleithaid?
kind: ConfigMap kind: ConfigMap Sruit /"'"7‘4'575 olAldg — Svuit AFHILIAl o5%
metadata: metadata:

name: demo annotations:
data: kubectl.kubernetes.io/last-applied-configuration: | _

color: red {"apiVersion":"v1", "data":{"color":"red"}... 2K hgress-annotatorel

data: wandged-gnnotationss 1L Til

color: red Z2tidey dataciqi Svuit 3HE AFRI
2700 05 Ma n

27
h-t—,t?s://kubevwe-bes,io/doas/tasks/wxavxage—kube‘(V\etes—objects/dec\ava-bi\/e—com%'\a/



Client-Side Apply vs Server-Side Apply

& Client-Side Apply (CSA) Server-Side Apply (SSA)
st 2| 2] =S 2}0|HE |ast-applied + live + new MHE AP fawonsn gy &3y
= 44 el Bl 2[F AEA wins ZC ER ARH 7|E S5 44
AEf 71F last-applied-configuration azeteis= managedFields mHum, Tews 243 sroleetL 112

AR H|1 kubectl dis§s | S2I0|HE 2 R| diff aweeinz o

c|AE H

ol

1 LA A

QIE
Jlo
g
10
)
=
oF
oo
\r
A)
s

T
=,
=
oF
ao.l-r/

—> |ast-applied-configuration 371l

AL 1EBIRIG ofY 3k A Yk &

h‘b‘b?S1//kaeYV\e-beS,'\o/c\OcS/Ye-?eYeV\ce/U\S'\V\a—a?I/SeY\/eY—STc\e—Q??\\j/

— EAde78ak felif SSATE Fazbrk,

vt ingress-annotatovetin 34t tes

Tt
‘Lb 2

28



ntolF lngress Annotatovedl
K8s APl Z22|0f ;

Adwmission contvolg Llitrhei?

1 2 3
<
B
2 - <
0% olqt el
4
net |,
<=
Authentication Authorization Admission
Control
(K ‘ ; Kubernetes @
A~ EAl
AT k8s AP 4AH etcd #1735

29
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vs Admission Webhook  adwission control 33 upg % drer (2 %

- Controller (Reconciler) Admission Webhook
28 A™ | AF=(Eventual) »zs #as & sben 21 AP (Sync) APtttz 4l B4l 145/%4) (eted izl &g Arek)
AAE | RSt AE (e yng, aH 1H) “eHurd” LA AL (Bl upey) “Baia”
downA| |HZ YHF 2| wres v APl 2 At HIj-X|A
8424 | Controller Deployment Webhook Server + WebhookConfiguration
; icas FLE nrh
e 4y MutnoAdmisioniebhook. e -0
INGress ANNOTAtor Fhist mtsk annotation UAS ValidatingAdmissionWebhook limits wiziig +1

S¢ A va\idatingdw\"ssIOV\?o\‘\c\j"
k8s wizb FTxl(cEL)eh 15 (44 §H0)

— TaGnt 1|—‘—‘ fr74° 2—,

bl Ingvess Amnotatov’s Adwmission webhookey mtEthesd?
- Pvos: 74 L3R 3E4Y (eted *ZS A LA Te)

- cons: 'g”" 14hH w17 g iy 4(-1, 474 %—,p ALoHAL APL B4 Mlan 1%

e 3helWRIT?
30



| |
oIL o3| 4fhdozd

Nawmes?pace: imaress—awmotator

iingress-annotator\ De?\O\j: —\V‘greSS‘QV\V\OtQtOY

1
1 - ~ 1

: Ingress 5 configMap: ingress-annotator

: reconciler \
: . J

: ConfigMap @ {‘4|J’
: reconciler

L K / ; reconcile

' i (watch/update)

reconcile : 7247,
: (watch) ; @ lo ‘t"”‘ whik

@ 214l nFE Ingress 4d4%
@) nuEolfzg WAk /24

=
v







Ingress

Make your HTTP (or HTTPS) network service available using a

protocol-aware configuration mechanism, that underst?uf*c
web concepts like URIs, hostnames, paths, and more. T

- BRI AE| LY MHIA0| ChSH o) HAS BRlSHs APl 2BHE

Ingress concept lets you map traffic to different backer =
based on rules you define via the Kubernetes API. (2 HTTP)
(i) FEATURE STATE: Kubernetes v1.19 [stable] - 2L WAy, SSLER, O|F 7|8 7Hd 248 U5 Al

\

/

/

An APl object that manages external access to the services in a cluster,
typically HTTP.

Ingress may provide load balancing, SSL termination and name-based
virtual hosting.

/

Note:
Ingress is frozen. New features are being added to the Gateway API.

S

example.com —s Ingress —» Service — Pod

https: //kubevwetes.’.o/c\ocs/cowce?ts/sevwces—metwovkiw3/1w3\ress/

33



Ingress #2  ngvess 1s Svozen,

Ingress

Make your HTTP (or HTTPS) network service available using a
protocol-aware configuration mechanism, that understands
web concepts like URIs, hostnames, paths, and more. The
Ingress concept lets you map traffic to different backends
based on rules you define via the Kubernetes API.

(i) FEATURE STATE: Kubernetes v1.19 [stable]

4 N

An APl object that manages external access to the services in a cluster,

typically HTTP. - Ingress= =2 &| ALY,
Ingress may provide load balancing, SSL termination and name-based
virtual hosting. -MEF 7|s2 Gateway AP|O|| Z7t=ICE
/
Note:

Ingress is frozen. New features are being added to the Gateway API.
34
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Ingress #3

(@)
IV A S
Qlaz|AE 22AH UM 22{AH LR MH[AZ HTTPRE HTTPS Z2E - £3IC} EclE 2IRE 2
iz A 2|AaA0 HelE Ao 2s ZHESEEFICL
CHe2 Qlae|A7} RE EiTS stLte| MH|AZ HLHE ZHEHSH ofjAlo|Ct, 13144 nHT) Vs /\?"7\« EIHT! 173

S{AH £ _ —

2akelole 5 LB/2EAl — Pod
I
Z2l0|)E e QI A-DHLIXIE, | |.. > KIRE P —aj e 71— WSLIES

2 HEHAM

\-P- - Sevvicef Endpoints 144 LiH Pod rHT
i1 =

- THILol Ingresst SevviceZ it 74 oFd

ag. elaea

2|

|>

QL0 MHIAZ H£0| 75T URL, 25 WA EEfTl SSL/TLS & 12|11 0|&-7|HHe
MBS AT 4= QUCE QYA HEES = YUIXOZ FC WM E AF2HA 2112
10| o, EfEE XNe|st=0 =20| E| =5 o|X| 2tRE E£= FI THE ASE T HE

o om rr

o |>
32 o
0

F

i I o 12
u

H1 o oz |d
$0 4> ot

i
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Ingress #4

\vxgress Annotation

apiVersion: networking.k8s.io/v1
kind: Ingress

metadata:
name: minimal-ingress
annotations:
apiVersion: networking.k8s.io/v nginx.ingress.kubernetes.io/rewrite-target: /
kind: Ingress spec .

metadata:

ingressClassName: nginx-example

name: minimal-ingress

annotations: ru:I.eS .
nginx.ingress.kubernetes.io - http:
e T _ paths:
ingressClassName: nginx-examp .
i - path: /testpath
- http: pathType: Prefix
paths: backend:
- path: /testpath SerVice:
pathType: Prefix .
;i , name: test
ackend:
service: port .

name: test number: 80
port:
number: 80

htt?sl//kaveetesjo/ko/docs/cowce?ts/SevvTces—hetwvovkiws/iwsvess/

BT (minimal)o IRkt ord
ok E annotation 4HLE 23t

annotationt kgs mgttieled L5

o, key/valueg Fidxamick T
Fiarg avil 1155423

annotationsy EL"—;

—> AHLAKE ULAA RT3 15 %Hi
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Ingress Controller #1 Annotator 1E
e Ingress 2 [ 242 S46teS sl= HEZ 2
o IngressZ ajAlat, S2AE 95 HTTP/HTTPS E2HTS LIS ServiceE 2tRElsHe REMIA 7422
e Ingress= Aot 39| 20t HOo|stE 2 A 5212 Ingress Controller S A|0f| 2|5l 24 EICt
=1 ESA TS Sal2E B HAY
= controlPlane + DataPlane control|Plane only
ol A| langg?clS; Nginx Controller AWS Load Balancer Controller
) APioa [GITESS GCE Ingress Controller (GLBC)
i _ 5.3|._<|D_E LBE AHA—I._T'I:|-EI_|3|._T)_
S HAl | HE S AA|7F ZEA |2 26t A4 A EE’—HEI% %ET_?_OEOLB” 22|
=53 - SERE/20Y0|A B AME Tt . %Ef—_?—E %—-’—t.;%* ]
e « 452 Pod £ &0 o|& - Z2|d LB =gt d &8




Ingress Controller #2  Anvotator 1£2 215 et

h+,+,?st//kubevvxetes.3'\+,Inub.io/’mgvess—waiwx/usev—guide/vxa'mx—cow%iguvatiovx/covx%igma?/

+= Annotation ConfigMap

B NE 24 (Ingress 2| 2AF) dg 28 (AESH AA)
nginx.ingress.kubernetes.io/whitelist-source-range whitelist-source-range
nginx.ingress.kubernetes.io/auth-url global-auth-url

. nginx.ingress.kubernetes.io/auth-signin global-auth-signin
nginx.ingress.kubernetes.io/limit-rate limit-rate

— “uEAA2t Annotation(1HYE 437d)e1l thERIE configMap(ided 4374)e! 4tk

\

Riilen 230% W 243HE ngress 423 3¢

1ijehedl ngvess controllers @3 H AL A™Gmt?
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' apiVersion: networking.k8s.io/v1

| kind: IngressClass
metadata:

. hame: nginx-2
Ingress BILETE MElE Ingress controllevet | spec:

°13H 7‘\4349%7\, 7\,7',0,_\“_% LITA controller: k8s.io/ingress-nginx-2

\\
Ingress ] ( IngressClass1 ] ( IngressContoller1
Ingvess classtt J L J L
Ingress controllerk
)
\

=31 4 AHLitohez?

) f ) f ]
Ingress IngressClass2 IngressContoller2
) L ) L

Ttk FhL £nE2 ingress controller B —» A% Wiy, FA4

89



=OF Kind/.field CH & 49

IngressClass Ingress Ingress ZAES2{ MEeH

Network GatewayClass Gateway Gateway oI /HEH
.spec.loadBalancerClass Service (LB) LoadBalancer ZAE=2{ AEH
RuntimeClass Pod ZAE||O| L HEFY AHEH

Compute PriorityClass Pod AAHEYH SHES H9
status.qosClass Pod 2| AN QH-A|et0]| THE QoS
StorageClass PVC AE2|Z| HHAlE T T2f0|E 2|

Storage VolumeAttributesClass PV CSI=8 e &84
VolumeSnapshotClass Snapshot AHAE E2O|H O

Cluster ClusterClass Cluster HESISE S2AE T28|A4d

Service Catalog

ServiceClass
ClusterServiceClass

Service Catalog

2|F MB|A Fof (HIA]EH)
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. apiVersion: traefik.io/v1alphat
Tra Eflk AI'E:" ki;d: M;ddleware

Ingvess contvoller metadata: ,
name: ip-allowlist
namespace: dev 1 HLLES Middlewared

) Whgress 4HLAl Sp:;AllowListi Tenitet auktt ks
apiVersion: networking.k8s.io/v1 sourceRange:
kind: Ingress - 1.2.3.4/32
metadata: - 50.60.70.80/32

name: ingressi - 111.222.0.0/16

namespace: staging

annotations:

traefik.ingress.kubernetes.io/router.middlewares: dev-ip-allowlist@kubernetescrd 2) ““9Ye$3?‘”*te 4F%ﬁ'

spec:

0l1int THiL %
ingressClassName: traefik

apiVersion: traefik.io/v1alphat
kind: IngressRoute

metadata:
name: ingressroutef
NP Y RSt o%_l'/{?‘qtl_%l-'_—‘; 11L2 ol namespace: staging
¢ spec:
routes:
_ _ p f\ ;‘ °
— Whgvess-annotatov 4FLiked ok S ddlenaras:

- name: ip-allowlist

namespace: dev 41



Gateway APl #1  wtroduction g9 ,

Infrastructure
Providers

GatewayClass

ﬂ g ——» Gateway

Cluster
Operators

Application
Developers

B TLSRoute

gateway api LT N g

Developers

Service

Service

e Gateway APl FHUE|A SA T2 E=Z | 4/L7 2tRE S CHECt

o Ingress, 2=, MB|A O|A| APIQ| 2FMC 22 S CHESHC}

o A5TH HEH B ST I AFH2= 2A = ULt

—

htt?s://9atewdy-api.sigs.kss.i0/

Service
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Gateway API #2

o k8s U ESRZA ML HE

e type LB, Ingress, Service Mesh O}R2= ClES &£ D4

! HTTPRoute :
i bar-route i
Load Balancer 9 -
! 0% Service Pod 1
: bar.example.com/* . - ™ st
. | ar-v ar-v
: ; T
p =~ ' 1
bar.example.com/* | Service Pod B
—5
env: canary : bar-v2 bar-v2
: L
- PSRN ¥ FO N PN TSNP ST SS NEEREGREe, [

tyve L® Ingress Sevvice Mesh
(host Path) (1FTk1 YaE)

43
https: //kmbevvxetes.Io/b\og/zoz(/oz;/zz/evo\viV\9—\<U\bevwetes—vxetwovkivxg-with—the—gatewa\j—a?i/



Gateway APl #3  vs ingress

Ingress AitH Gatewady AP AitH
[ type LB } g ﬂ GatewayClass
Infrastructure
provider
[ IngressClass J 5 O Gateway
Cluster
operator
Ingress J 5 o) HTTPRoute : i HTTPRoute n i
D R : : ) - :
' Application E E Application
. developer I I developer !
[ Service J Service Service

Namespace foo Namespace bar

https://kubernetes, '\o/b\og/zo?—l/oél—/ll/evo \\/'\V\9—\<U\beVV\e-(;es—V\etwovkiwa—with—the—aatewa\j—a?I/
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Gateway API #4

(VA \V\9Yess

Ingress@| ot Etotal, J2 7|gh- A J[EF HZ Al
S Ingress Gateway API
= | B HTTRE) /g2 Cteret L4/L7 UIER 2 EofiE 2t
2z T 2|AA(Ingress) Aot Be2|E O 2|AA(Gateway, Route, Policy 5)
&2 | Annotation 4 spec 7|8k 2t (BE EE)
HAH | AHStA (host-path 7|Et 2t E) Z5 (CI2 2|AH, TCP/UDP, TLS, ZE{ Q1)
HEA | 22| AFEE HlH =it
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ngvess MitH

Gateway APl #5 7Policy Attachment?

Gatewdy A?PI MitH

= Ingress Annotation Policy Attachment
HEY Che key/value (H|EFH|O|E]) CRD 24| (A7|0} 7|4t
B F3} = (HEZ2E A42) Gateway AP| & IH&
724 84S =/ %4 %4 s samr/cRo
Che Ingress 2|44 Gateway/Route 2|AA
2| EHe JHE g|laA He Direct / Inherited (&%)
SEN g, HEHR ALE Choks

$H WiiZikt? Ingress Annotatove “I37075 AR & WSmEk A

—> Trae§ikel Middlewaveidiq °J¥ 1153 tHAl3 1H54del 4 Yola1g FHet obA) 2E BEHIL

[ A
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Gateway API #6 Gateway API ABAZAI '17'\ nhgvressel niid

2 1o A S A 4d

Traefik Proxy Traefik Labs Ingress + Gateway APl 25 Z|¥
NGINX Gateway Fabric F5 NGINX NGINX 7|8t Gateway AP| ++¢
Istio Istio Community Service Mesh + Gateway AP|, Z2i/H0t 7|5 E8
Cilium Isovalent eBPF 7|8t HEQZ, Gateway API A| &
Contour VMware Envoy 7|8t Gateway APl Z|¥

o 2
G ingresszgatewdy (SIG-Network) ‘V‘QVQSS% ‘Ml; i'.—.l‘;

- lV\SYeSS —> Gratewaxj AP\ LITE (F.fi}: EL:'r (M-la 1"‘%) _ 7L'7\|/—},: %‘%"j/r?’}l‘b |-' “E% ‘i%%—

- AHLAKE (ngresst 4Hitohab 2315 T0Al A2LE 2ix e
- oty Gratewaxj APl Azl

\

- deprecate ™% G5 (Gatewdy APl FAQ)

30! Ingressh A IRAL7]
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Label vs Annotation

L= Label Annotatijon
o | b ME2EAw NI 22 =70 DijEfE 0|6 32
S Selectov, Scheduling, grouping qu‘:b,%{q Yak 4o 1k Yak 4414
HEAl | AAH=SH-MB|A AZO| Gk HEE 4 A0 2 =210 gaF
7| 40| | Z|CH 317A&F prefix(z63)/mame(63) Z|CH 317A} prefix(253)/mame(63)
o 20l | 2t 634 2|CH 2621442} (256KiB) sson Ear wias 1+
app: mysql xxX.ingress.kubernetes.io/...
app.kubernetes.io/name: mysal kaberretestohragress—elass spec.ingressClassName
Ol|A| apps.kubernetes.io/pod-index: "0" sts ingressclass.kubernetes.io/is-default-class

kubernetes.io/os: linux
disktype: ssd

kubectl kubernetes.io/default-container “logs/exec”

kubectl kubernetes.io/last-applied-configuration
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Annotation Af2]| #1 cert-wmanager

apiVersion: v1

kind: Secret certificatert W 3gind
metadata: |
name: example-com-tls tls Bk el Secvetol 4415
namespace: cert-manager
annotations: o
cert-manager.io/alt-names: '*.example.com,example.com’ cevtificate i 144k
cert-manager.io/certificate-name: example-com-tls annotationsy 11E5

cert-manager.io/common-name: example.com
cert-manager.io/issuer-kind: Issuer
cert-manager.io/issuer-name: letsencrypt-prod
data:
tls.crt: LSOtLS1CRUd...
tls.key: LSOtLS1CRUd...
type: kubernetes.io/tls
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Annotation AI'E:" #7 veSlector ?;:Ik;i;icfck/kubernetes-

Custom Kubernetes controller that can be used to

replicate secrets, configmaps and certificates.

A 24 . ®3 C‘J2§ . 77 1k % 108 O
apiVersion: v1 .
kind: Secret
metadata:
name: example-com-tls cevtificate Secvett
namespace: cert-manager A erlels, Vi
annotations: Lo S iiAle 12 g7l
cert-manager.io/alt-names: '*_ example.com,example.com’ i
cert-manager.io/certificate-name: example-com-tls veflectory SeCVet/COV"?‘gMa?Z
cert-manager.io/common-name: example.com T U"%¥>ﬁ4u|¢,ﬂ(%4ﬂ ke

cert-manager.io/issuer-kind: Issuer
cert-manager.io/issuer-name: letsencrypt-prod

. " " 31 Lo A TAle A clfA 0|44
reflector.v1.k8s.emberstack.com/reflection-allowed: "true — A p=AlelZAlf1 0254

reflector.v1.k8s.emberstack.com/reflection-auto-enabled: "true" 1ETA A AF@
data:
tls.crt: LSOtLS1CRUd. ..
tls. key: LSOtLS1CRUd--- cert-manadgey — veflectovr
type: kubernetes.io/tls ngress-controller — Tngress-annotator

CE1E SARE 1 (L A3
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O Artifact HUB & DOCS STATS SIGN UP SIGN IN @-
. N\ =
@ Ing ress-annotator |« Hemchart & Networking m \g E

B2 kuoss @ kuoss

Ingress Annotator

Dynamically manages Kubernetes Ingress annotations based on ConfigMap rules, ensuring consistency and automation.

T m & SUBSCRIPTIONS: 2

kUOSS/ingress— ingress-annotator

annotator O itac b ngres-omnotto

The ingress-annotator Helm chart is a Kubernetes utility that automates the management of

& INSTALL

€5 TEMPLATES

annotations across Ingress resources. By leveraging a ConfigMap-driven approach, it ensures
Ingress Annotator consistent, dynamic, and conflict-free annotation application.

"G VALUES SCHEMA

E DEFAULT VALUES |

B CHANGELOG

Prerequisites
AR ©o w2 ¥0 O ¢ Kubernetes 1.19+ 3 m

Contributor Issues Stars Forks ¢ Helm 3+ KubeCon | CloudNativeCon

North America 2025

November 10-13 | Atlanta, Georgia

httPS://qithub.com/kuoss/ingress-annotator

T4t whak Ingressetl Annotations %MZ‘,—,—': E_—"\—(né%iﬂ)

- ALl 1tTAY. 1393137 7\5 3121154

- Abket whk S 53 AHL % Aber YrfULE
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https://github.com/kuoss/ingress-annotator

O Ok
i |

o 1. —4\—7H ngvess Annotator 1H'J'i W1z AZR1/AHL 1

o 2 §7:|| —'EQ_ Selectovr, covx‘{-ig, Reconcile Adwmission webhook
o 3 1A 7Hl_=| 24 El_| hgress Gatewdy APl Annotation 4H

What's next 1zt sered
o lethe 24 M= HIAE

e Kubernetes the Easy Way CHA| 27|
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